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Abstract

The implementation of the use of secure and scalable infrastructure within the Microsoft
Azure Cloud to enable a healthcare system for the management and processing of
confidential medical information. The primary intention is to develop a secure atmosphere
within the cloud infrastructure for secure networking, managed access, secure data storage,
and stable system operation, taking into account the requirements of healthcare data
protection and information security. The system development is designed to handle
complex workloads such as data analytics and machine learning, but without making such

workloads the key elements of the system.

A systematic approach in infrastructure engineering was used, starting from requirement
analysis and cloud architecture design, and progressing to system deployment and setup.
The deployed solution brings into place Microsoft Azure Virtual Networks (Azure VNet)
along with subnets to separate system components, Network Security Group (NSG) to
specify traffic control policies, private endpoints to reduce public access to essential
services, and secure storage and database resources for managing patient data. Other
security features, including encryption, site monitoring, and Site-to-Site Virtual Private
Network (VPN) connectivity, were also deployed to ensure patient confidentiality and

prevent unauthorized access.

Keywords: Microsoft Azure, Cloud Infrastructure, Healthcare Systems, Network Security,
Data Protection, Network Security Groups, Virtual Private Network, Virtual Networks,

Healthcare, Machine Learning.
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1. Introduction

An Azure-based platform to support machine learning for identifying brain tumors based
on MRI inputs. It is essential to have an efficient, scalable, and trustworthy technology
solution in real-world healthcare applications, given that early diagnostic analysis is, in
many instances, made more difficult due to the expertise needed for visual analysis. It is
necessary for MRI uploading, inference, and result storage to have such a project create a
hybrid platform for cloud computing by leaning on features such as encrypted uploading,
isolation, private routing, availability, or continuous monitoring. Other aspects in reporting

on this project shall cover its context, method, implementation, analysis, and conclusion.

Project Rationale
The proposed work aims at creating and demonstrating the secure cloud architecture for an

automatic system for the detection of brain tumors. When the images are analyzed by the
radiologists, differences are observed, thereby leading to risks and delays in healthcare.
Even though cloud technology provides faster processing, scalability, and efficiency,
health platforms are still struggling to implement architectures, scalability, and security
requirements. According to (Oh et al., 2015), health platforms, considering the
implementation of cloud architecture, require handling issues related to privacy and

security along with appropriate quality attributes.

The value of reliable computing environments has been highlighted in studies on medical
Al. There are already cases of Azure-based systems being used for medical imaging, with
cloud computing making it easy to set up models and manage data. Specifically, Azure
Machine Learning was used to “train and deploy state-of-the-art machine learning models
for cancer classification” (Hamed, El, Tarek Abd El-Hafeez, & Omar, 2024). The general
use of cloud computing is also examined in a research study, and it verifies the role of
cloud computing in improving the health sector, as trends in research are on improving

capability, workflow, and efficiency (Ali, Shrestha, Soar, and Wamba, 2018).



Project Objectives
The aim is to offer a secure, scalable, and organized cloud infrastructure so as to allow fast

processing of the MRI scans.
e Architect an Azure infrastructure with VNets, subnets, NSGs, WAF, load
balancers, Azure App service, and VM Scale Sets.
e Utilize computational capabilities to manage tasks related to model training and
inference.
e Apply Azure Monitor to gain operational visibility.
e Support integration of the machine learning process with front-end interfaces of
radiologists.
e Ensure data security and privacy practices are appropriate for the healthcare
industry.
Limitations and Concerns
e The cost and availability of GPU-enabled VMs may be limited.
e Because MRI files are so large, this creates storage and transfer issues.

e Scaling a balance between demand and financial limitations.

Prior Work
Cloud systems have been used in the past to support health applications, but still, design

and security are significant concerns, as shown by numerous studies. According to (Oh et
al., 2015), there is the need for well-designed platforms organized in well-structured
components, focusing on “interface, business services, cloud SaaS, quality attributes,
privacy, and security.” This is in line with the focus on the design of Azure and secure

deployment.

Azure has been used within actual diagnostic tasks in studies involving cancer imaging,
proving the capability of Azure. “The use of ‘Azure Machine Learning ...to train and
deploy’ machine learning models showcases the benefit of cloud computing in improving
medical imaging applications,” as mentioned in (Hamed, El, Tarek Abd El-Hafeez, &

Omar, 2024).



The analysis of cloud computing in the health sector by (Ali, Shrestha, Soar, & Wamba,
2018) draws attention to the significance of cloud systems, stating that the topic "provides
a systematic review of scholarly articles on cloud computing in the healthcare sector." This

gives emphasis to the significance of organized, accurate, and safe systems.

Although these studies provide useful insights, they also point to certain weaknesses, as
they are model-centric, rather than considering the overall operation environment. There
are few studies on comprehensive architecture for cloud computing, ranging from
networking and security mechanisms to scalability and integration. This new industry fills
the gap by developing an Azure infrastructure tailored only for the deployment of clinical

artificial intelligence.

Hypothesis
The hypothesis states that with an optimized architecture on the Azure Cloud, performance,

reliability, and security will improve for the automated tumor detection process in the
human brain. This will be achieved through the utilization of features such as secured
VNets and components of Azure ML, among other features. The process will handle MRI
images faster compared to the former manual processes. Also, the cloud setup will be able

to handle high traffic and provide privacy and continuous operation of the system.

The system's success, controlled access, robust security, and low diagnostic times serve as

evidence of the successful operation of the system.

Proposed Solution
The functional core of the system for the brain tumor detection system is implemented on

Microsoft Azure. The deployment involves virtual networks, NSGs, WAF, VM Scale Sets,
storage accounts, and monitoring tools. Machine learning is linked with the front-end
interface used by radiologists and doctors, and this takes place on Azure virtual machines.

The monitoring of the system can be done through Azure Monitor.



Providing strong data privacy for their patients, robust performance under high usage, and
dependable MRI processing are all guaranteed by this architecture. It also provides a

deployment model for hospitals.

Description of the Report

Chapter 2: Background

This chapter will cover the concepts and technology being used in the proposed project,
including cloud computing, Azure infrastructure, virtualization, and machine learning
concepts in medical images. The chapter will also compare other platforms, studies, and
the gaps this proposed endeavor will fill, as well as conducting research on the current state
of the market for medical imaging systems and how the proposed system will improve

those systems.

Chapter 3: Design

The topic of this chapter is system requirements, architecture, and designs. The proposed
deployment of Azure components, networking, and security tools is examined and

analyzed.

Chapter 4: Implementation
This chapter will detail how this system is developed, a step-by-step guide based on the

Project Implementation phase, highlighting key aspects of implementation along with

guidance.

Chapter 5: Testing

The chapter describes the test plan cases, processes, and environments used in validating
system behavior. Performance, security, stress, participants involved, and functional tests

are used, and their outcomes and findings are shown.



Chapter 6: Discussion
In this chapter, the outcome of the tests and their relation to the objectives will be assessed.

This chapter will discuss achievements, limitations, hindrances, Bahraini perspectives,

lessons learned during development, future work, and LESPI reflection.

Chapter 7: Conclusion
In this chapter, the findings obtained from this research will be summarized, and the

hypothesis will be addressed.

Chapter 8: References
In this report, all the sources used are referenced in APA format.

Chapter 9: Appendices

The following chapter contains more details, including diagrams, configurations, and

screenshots.



2. Background

Introduction
This section contributes to the creation of a safe cloud environment for brain tumor

detection and analysis system in healthcare. The project uses cloud to support MRI image
data processing, machine learning computation, and connectivity to hospital networks
using secure and controlled connectivity. To form the basis for development, this chapter
introduces the concepts, technology, and previous research needed to develop an
infrastructure that can support medical procedures that are delicate and sensitive within a
secure network environment. It also identifies factors related to network security, data
transfer, and other issues encountered when shifting patient data from within hospital
networks to cloud technology. The remaining parts and subtopics include analyses related
to cloud network concepts, machine-learning environments, and various technologies
within respective cloud services, with studies and opportunities within the proposed

solution development.

Related Theory
The infrastructure for the brain tumor detection solution must adhere to the principles of

cloud networking, computing, secure data management, and hybrid communication.
Medical imaging applications produce large quantities of private information, requiring
segmentation, encrypted communications, and strict information security in cloud
environments. Zero-trust model, virtual network isolation, or encrypted routes could be
some theoretic foundations for managing secure interactions among parts in such a multi-
subnet environment. High availability and redundancy principles have extreme
significance, given their relevance in medical applications, impacting many diagnostic
capabilities. Most healthcare setups have some regional, on-site infrastructure, requiring
secure communication with cloud services via VPN tunnels, thereby validating claims for

hybrid cloud theory.

Regulations such PDPL, GDPR, or HIPAA apply pressure on infrastructure planning with
stipulations on encryption, controlled route utilization, data retention boundaries, audit trail

support, or restricted administrative interfaces (Rezk, Alshathri, Sayed, Hemdan, & El-



Behery, 2025). Such principles are most readily applicable to topology planning for their
own project with their VNets, restricted traffic routes, secure MRI data transport, or

separate administrative communication.

Used and Considered Technology
Microsoft Azure is utilized for project infrastructure, with full functionality aimed at

managing MRI scans, model inference, and associated storage in an appropriate, secure,
and scalable fashion. Azure Virtual Networking is divided into subnetworks representing
web, backend, machine-learning, database, and management layers for faster
communication. Site-to-Site VPN connectivity to Azure encrypts communication to the
network, creating secure MRI scan upload communications free from any internet
presence, thereby maintaining absolute safety with appropriate enablement for Azure
connectivity. Inbound/outbound communication filtering is enabled via Azure Firewall,
Web Application Firewall, protecting entry points to applications in general. Business-
continuity-based ML Compute endpoint communication functions in restrictively
controlled ‘ML Subnet’s, maintaining absolute isolation via NSG firewalls, resulting in

flow acceptances from specially allowed services.

Furthermore, Azure Blob storage maintains MRI scan storage with encryption to support
‘lifecycle management’ for storing long-term MRI scan retention, with an allowed
PostgreSQL server in ‘database subnetwork’s to maintain ‘replication for meta data,
inference result’s for inferred safety. Utilization for asynchronous communication between
‘ML Computations enabled layers to ‘AKS backend Cluster’s enhances overall
‘Dependability’s for high ‘system usage’s via ‘Azure Queueing Storage’s, which decreased
latency with multiple executions in Azure’s profound grandeur for ensuring world wide
applications usages’ absolute safety’s optimal characterization’s with Azure. Azure
‘Monitor’s, ‘Log Analytics’s support overall ‘end to end’s ‘event visualizations from home
to Azure’s appropriate networks via ‘compliance, performance, Analytics’, ‘Cost’s in
utterly optimistic ‘frontiers’ via banding defined computational feasibility’s (Hannan,

2025).



This project requires that its cloud setup supports safe data storage for MRI images, secure
machine learning operations, and safe connectivity with the facilities within the healthcare
institutions. Effective network segmentation, controlled traffic flow, secure data transfer
procedures, and role-based network administration must also receive highest priority in its
core framework since medical patient data must flow from behind its on-premise network
to its cloud environment while avoiding connection with any internet traffic. The primary
aim in assessing various clouds, therefore, rests on their ability to support the load
balancing features, VPNs, firewalls, subnets, security features, and virtual networks

required within its medical setup.

Case studies on Azure, AWS, and Google Cloud are also conducted prior to choosing a
platform. This evaluation weighs features including private network types, firewalls,
hybrid network connectivity capabilities, and how each cloud platform handles routing and
isolation controls. Such features directly influence data transfer security in MRI

communications, isolation between inference models and public access, and restricting

admin control within the cloud platform.

Cloud Platform Infrast‘rlllc‘ture Strengths for Infrastructure Design Infrastructure Limitations
Capabilities
VNets, Subnets, Feature-rich VPN gateway, Azure
NSGs, Azure Firewall for management of inbound and | Firewalls and Bastions can
. Firewall, WAF, outbound traffic, Bastion for secure add to the costs, while
Microsoft Azure ) . .. . . )
(Selected Bastion, admin access, comprehensive isolation latencies are region-
Platform) Site-to-Site VPN, | capabilities using subnet tiering, dependent, and certain
Load Balancers, seamless integration with ML and DB complex routes may require
PostgreSQL, subnets, and strong compliance for additional configuration.
Blob Storage healthcare environments.
VPC, ‘Subnets, Worldwide strength, advanced Direct Infrastructu‘re cgsts can ?dd
Security Groups, . . up fast, availability of Direct
Amazon Web . Connect for on-premises connectivity, .
. NACLs, Direct . . Connect can vary widely by
Services very extensive router and subnetting . . .
(Considered) Connect, VPN features, and flexibly configurable VPC region, and interactions
Gateway, ELB, desion ’ between NACL+ and SG are
S3, IAM gh. complex.




simpler networking
;i};ecv;i?tl){ljfs’ Easy to handle global VPC model; VPN | capabilities than those
Google Cloud Cloud Router ’ and routing are efficient; internal provided by AWS/Azure;
Platform ’ network has strong performance smaller geographical reach;
: Cloud VPN, e : ;
(Considered) . capabilities; suits analytics-heavy fewer healthcare
Load Balancing, ) ) o
workloads. implementations within the
Cloud Storage GCC

Table 2: Comparison of Technologies Considered

After reviewing various alternatives, Azure has proved to be most suited to serve its
infrastructure requirements. While AWS has extensive global reach capabilities and VPC
network customization options, Google Cloud provides efficient internal routing
capabilities and simplified global VPC topology. Still, Azure has shown more cohesive
and seamless support for its hybrid connectivity, firewalls, and subnet isolation
capabilities. The most important reason for preferring Azure is that its infrastructure
support services, including Azure Firewall, Bastion, Azure Network Security Groups, and
Azure Site-to-Site VPN, integrate well into Azure's Virtual Network services. As such,
the network for the hospital, MRI data storage, ML computation machines, and database
servers can all reside within very securely isolated subnets that are better adapted to

medical informatics applications.

Technology Definition/Purpose

A private network that hosts all the
subnets. Provides isolation for web,
backend, ML, DB, dev, and management
layers.

Protect virtual network from common
attacks such as SQL injection attacks by
examining each packet of traffic before it
reaches the web interface.

Enforce subnet-level traffic policies to
limit traffic to allowed ports in order to
prevent internal workload exposures.
These groups apply to all of the subnets.
An encrypted tunnel connecting the
hospital network to Azure for transmitting
the MRI scans securely without revealing
Site-to-Site VPN the internal infrastructure. Such a network
connection helps in accommodating the
hybrid connectivity need of healthcare
infrastructure.

Azure Virtual Network (VNet)

Azure Firewall

Network Security Groups (NSGs)




Azure App Service (Web App)

Hosts the doctor-facing web portal for
uploading the MRI scans and viewing the
results of machine learning algorithms.

Application Gateway

Handles incoming traffic, provides SSL
termination, and ties in the web application
firewall for controlled access to the web
tier.

Azure Kubernetes Service (AKS)

Handles backend activities for tasks such
as queue processing, in addition to infer
requests for routing.

Azure Storage Queue

Handles the storing of the MRI inference
jobs being submitted by the web back-end
for the purpose of processing.

Azure Blob Storage

Stores the raw images of the MRI scans
and the output of the machine learning
algorithms in files that support encryption
and scalable storage of images.

Azure ML Compute Endpoint Runs the ML model and returns
segmentation predictions. Processes MRI
images uploaded via the backend
components.

Azure Bastion Offers safe admin access to virtual

machines without exposing public IP
information for maintenance activities in
the virtual network (VNet).

Azure Monitor

Tracks logs, metrics, alerts, and resource
utilization information to offer insights
into the health of Machine Learning
Endpoints, DB load, and the network.

Azure Database for PostgreSQL (Primary
Server)

Stores metadata information, the details of
the MRI jobs performed in the application,
the logs of events that occur in the
application, etc.

PostgreSQL Read Replica

Improves redundancy and reads but
reduces the burden on the main server;
commonly used for analysis purposes.

Virtual Machine

Used for testing and simulating actual
services used

Recovery Services

Offers backup capabilities for databases
like PostgreSQL and provides support for
disaster recoveries in terms of the VM
platform

Table 3: Technologies Used

Related Work & Literature Review
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Most studies on brain tumor detection systems are geared towards algorithmic correctness,
with less emphasis on the underlying infrastructure for real-world implementation,
although studies point out the importance of deep learning in improving classification rates,
based on previous research. Studies discuss networked security, such as encrypted data
transfer for MRI, yet rarely provide enough information about complete cloud architectures
(Ahamed et al., 2023). While studies have yet to provide concrete information regarding
real-world applications incorporating network security concepts like encryption, subnet
isolation, routing, and network connection, studies have also highlighted importance in
having private deep learning networks in medical imaging applications (Rezk, Alshathri,
Sayed, Hemdan, & El-Behery, 2025). Studies have also discussed many Al applications
having unreliable environments, especially concerning network management, fault-
tolerance, and network surveillance (Netshamutshedzi, Netshikweta, Ndogmo, &

Obagbuwa, 2025).

Infrastructure gaps in readiness, security, and resilience have also been common in the
literature. By incorporating an AKS-based backend, secure Blob Storage, private
PostgreSQL connectivity, hybrid connectivity via VPN, monitor pipelines, and Azure with
full network segmentation, such limitations have now been overcome in the project under
development. According to (Akmalbek Bobomirzaevich Abdusalomov, Mukhriddin
Mukhiddinov, & Taeg Keun Whangbo, 2023), such an infrastructure-based paradigm
aligns with what healthcare settings require in their practice, beyond what has been

expressed in prototypes in the literature.

Market Research
Owing to increasing demand for MRI, pressure on Radiological Departments, and the need

to maintain tightened Data Protection Regulations, there’s no shortage of adoption of
Cloud-based Al-capable imaging solutions in the healthcare industry. With Bahrain
encouraging integrated digital healthcare platforms, cloud-ready data flow, and cloud-
based data security, regional efforts for Gulf countries on national Digital Health Initiatives
clearly depict an immense shift towards secure Cloud-supported infrastructures

(Government of Bahrain, 2016). Hence, for Medical Imaging Solutions, there are several
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competing platforms in this growing market, each with their inherent strengths and
weaknesses. With GIS-based HIPAA-compliant architectures and built-in Al inference,
AWS Health imaging ensures efficient, bulk image storage capacity with faster retrievals
(AWS Health Imaging, 2025). But to obtain Hybrid Connect with PDPL, an absolutely
necessary factor for any healthcare facility, AWS Health imaging itself needs substantial
new programming. Though QMENTA, a dedicated neuroimaging platform, features highly
advanced MRI analysis tools with impressive biomarkers, optimized MRI, there’s no
complete network management with QMENTA, with no complete customization too

(QMENTA, 2025).

By offering in-built Site to Site VPN, Private Endpoints, Encrypted Storage, Network
Segmentation, and Monitoring in one particular environment specifically aimed for
‘Regulated Data’, Microsoft Azure offers a more complete infrastructure support for
healthcare applications in comparison to these competing platforms. Azure did gain the
highest marks in overall legal, technical, operational feasibility analysis in its feasibility
analysis project in regards to its secure architectures with broader Compliances, thereby
safely reinforcing such finding. Azure reduces Hardware Costs, thereby Total Cost,
deteriorating in prolonged years with minimized operating costs, in sync with the overall
transformation in Gulf Region’s healthcare systems, according to a complete cost analysis
on feasibility for project plan analysis (PR Newswire, 2025). Azure remains the most
appropriate platform for obtaining scalable, secure, and most Compliant Brain Tumor

Detection Health Infrastructure, taking into consideration these market realities.
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3. Design

Requirements and Design

This section describes the architecture of the cloud infrastructure for the brain tumor
detection system and defines the interactions between various system components in the
Microsoft Azure ecosystem. The rationale behind this section includes ensuring the project
requirements discussed in the earlier chapters are reframed in this section in the form of a
system architecture based in the cloud infrastructure. Moreover, system requirements are

met through the combined usage of various Microsoft Azure system components.

Various diagrams are utilized in the process of arranging the design. The use case diagram
provides information about the key actors and how they can be supported through cloud
services. The activity diagram describes the internal process flow and starts from the
transfer of data from the MRI system and continues from machine learning processing up
to the application retrieval from the database. The deployment diagram provides
information about the position of each resource being utilized in the Microsoft Azure
structure in the virtual network. The cloud topology diagram provides information

regarding the overall structure.

The following sections describe in more detail the various diagrams and how they are
relevant in the context of the operational functionality of this system. These descriptions
include information about the transfer, processing, storing, and retrieving of the data from

the MRI machines over the secure network using Microsoft Azure.

UML Diagrams
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General System Use Case Diagram (Infrastructure View)
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Figure 1: Use Case Diagram of Infrastructure

Figure 1 illustrates how engineers, security architects, monitoring solutions, and machine
learning services interact within the cloud environment, giving a global perspective on
infrastructural tasks. It is important in that it enables one to understand distinctions
between application-layer functions and infrastructural tasks, including provision for
resources, VPN management, NSG rules, operations within VMSS, logs, and failover
checks. Its role in the project is to designate infrastructural functionality supporting safe
data manipulation, data storage, model execution, and MRI upload. In massive medical
ML applications, there must be distinct lines between cloud engineers, network security,
DevOps, and disaster recovery experts, making this image important in that it addresses

this requirement. In earlier stages of cloud infrastructural design, Microsoft recommends
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making use of this kind of mapping to design cloud infrastructural solutions, especially for

medical applications that need very strict compliance standards (Microsoft, 2025).

Use Case Diagram - Manage Cloud Resources
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Figure 2: Use Case Diagram for Managing Cloud Resources

The use case diagram for Cloud Resource Management identifies various working
processes within providing and maintaining Azure infrastructural resources, including
Azure compute services, Virtual Machine Scale Sets, Storage Layers, and resources
managed by other organizations for Azure-specific compliances. It also has its usefulness
in identifying the roles and responsibilities within respective infrastructural teams for
assigning resources to various subnets within the entire system's computational setup. It
also intends to prove how various Azure infrastructural resources are created, managed,
and tracked for maintaining a scaled-out and steadily performing setup within various
applications’ working lifespans to support Azure standard recommendations on cloud

deployment. This project also uses distinct resource management disciplines that are
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essentially required to support ML workloads within ensuring secure Azure infrastructural
environments. Moreover, this approach has its highest linkages to concepts within Azure
Cloud Adoption Frameworks with its focus on disciplined Azure resources allocation to
support long-run enterprise clouds on Azure setup recommendations provided by

Microsoft (Microsoft, 2025).

Use Case Diagram - Manage Security
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Figure 3: Use Case Diagram for Managing Security.

The Manage Security diagram illustrates the security infrastructural procedures required to
ensure data protection for MRI and adherence to medical standards. It is relevant to discuss
as it addresses basic steps for network segmentation, VPN connectivity implementation,
encryption enforcement, implementation of firewalls and NSG rules, and reliance on
Azure's security capabilities to ensure monitoring of system operations. The aim of this
project is to identify a methodical ordering approach to ensure security procedures are

implemented in totality for ensuring protection pertaining to CIA Triad — confidentiality,
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integrity, and availability —of the entire system. This diagram has been selected to prove
that secure architectural design on various tiers is essential for environments where
protected data needs to be isolated for monitoring. This meets Azure's security benchmark
standards for protected procedures to ensure data security for workloads storing delicate

medical data (Microsoft, 2025).

Customer Perspective Use Case Diagram
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Figure 4: Customer Perspective Use Case Diagram

The customer-oriented use case diagram illustrates how front-end clinical functionality
within the patient care environment, including secure MRI image upload, inferencing,
access to historical scan data, and system availability during outages, can and does work
according to the provided infrastructure. It is important for its ability to link directly from
patient care services to encrypted VPN, app gateway filtration, ML compute reliability, or
database redundancy, illustrating its work to ensure overall system reliability and patient
care functionality within clinical environments by keeping client-level needs on track with
technology. The purpose of this diagram is to effectively illustrate the need for proper and
secure foundations within patient care capabilities, as is thoroughly validated within cloud

computing in healthcare recommendations each year (Microsoft, 2025).
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Activity Diagram - Data Transfer

Brain Tumor System - Data Transfer Activity Diagram
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Figure 5: Activity Diagram for Data Transfer
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Figure 5 describes the process in the brain-tumor system from the time the clinician uploads
the image until the final report is reviewed. The process in the diagram describes how the
image is transmitted through the secure web application to the secure object storage in
Azure Blob Storage. The process further describes how the image data is processed from
the Azure Machine Learning (ML) workspace and how the result received from the
classification process is stored in the JSON and mask files. The result can only be stored
in the database after being validated by the back-end system before being inserted. This
process in the system’s conditional logic describes the system’s reaction in cases where
there are incorrectly formatted files uploaded, failure in the preprocessing stage, failure in
the confidence level reached during modeling, or failure in integrity testing of the result
obtained from the pipeline process in the system. This process provides assurance to
clinicians working with this system that each and every image from the MRI scans goes
through secure pipelines that check if the image has passed through proper formatting
protocols before being displayed in the clinical interface. This process in the system further
underpins the tight connection of clinical workflows and secure protocols developed in the
Microsoft cloud system regarding processing images through secure object repositories in

Microsoft’s Azure (Microsoft 2022; Microsoft 2025; Microsoft 2025).
System Architecture

Full Azure Topology Diagram (Infrastructure Architecture)
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Figure 6: Azure Topology Diagram

The Azure topology diagram with additional details. This diagram illustrates the entire end-
to-end infrastructural design, including subnet segregation, VPN tunnels, firewalls,
interactions between ML compute services, Blob Storage data flow, AKS processing,
database replication, monitoring streams, and disaster recovery capabilities. This is
important since it offers a platform where various infrastructural elements and their
communication patterns are integrated into one technical platform for implementation,
verification, debugging, or suitability check for various infrastructural solutions. The aim
of this diagram is to act as the definitive infrastructural representation for the entire system,
illustrating how various services work together to ensure safe data processing from MRI
sources and successful ML computation execution. This particular diagram was selected
since it reflects Microsoft's usual infrastructural architectural patterns for healthcare
systems in regulated environments to exhibit well-segmented resources, encrypted data

transfer, firm perimeters, and multi-zone resiliency (Microsoft, 2025).

Deployment Diagram - Azure Infrastructure Deployment
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Figure 8: Deployment Diagram Azure

The deployment diagram represents the robust cloud infrastructure utilized for secured
magnetic resonance imaging (MRI) data ingestion, machine learning inference tasks,
application hosting, and management services in the Microsoft Azure environment. The

deployment design incorporates a tiered approach to a zero-trust network architecture to
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guarantee the safety of the sensitive healthcare information throughout the processing
phases. Communication between the on-premises infrastructure and the Azure services
takes place through the encrypted site-to-site IPSec VPN tunnel. The uploading of the MRI
information from the on-premises environment travels through the perimeter Network
Security Group for screening before reaching the Azure Firewall. This processes extremely
restrictive incoming and outgoing rules in the Azure Firewall to allow the highest levels of
authorized communications channels in the form of administration via the Azure Bastion

service and the web services.

The Azure Cloud Virtual Network (VNET) is segmented into different isolated subnets
that add to the overall security, manageability, and compliance of healthcare-related data
processing. The Management Subnet holds the Azure Bastion service and the management
scale set, offering controlled admin access to the virtual machines without putting them on
the public Internet. The Application Gateway service running in the Web App Subnet
delivers the Web Application Firewall service capability in addition to the App Service
function acting as the secured entry point for all interactions. The application back end
exists in the Web App Backend Subnet where the application workflow runs in the AKS

cluster and interacts with the Azure Storage Queue to handle the application async tasks.

Machine learning tasks are isolated inside the ML Subnet. This includes the ML Compute
Endpoint and the Network Security Group for Machine Learning. Communication between
the AKS cluster and the machine learning function happens securely over HTTPS.
Additionally, the machine learning endpoint provides inference results for analysis.
Isolating the machine learning subnet helps minimize the attack surface and also allows for
the allocation of dedicated resources for compute-intensive tasks. Finally, the Database
Subnet houses the PostgreSQL primary and secondary databases. These databases hold
both transactional information and inference results. Data from the primary database

replicates to the secondary on TCP port 5432.

The Development Subnet offers a strictly segregated space for validating applications,

database interactions, and backend processes without affecting the processes in the
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production environment. The Development Subnet contains a dev database & test server
that communicate solely via allowed internal paths. These measures promote operational
segregation, prevent the risk of unintentional exposure of the data, and allow for continuous
development. Azure Blob Storage is the repository for the MRI files, the segmentation
results, & image-related artifacts. The system also allows for the upload of the MRIs from
the on-prem site for output to the ML point & image downloads from the AKS
environment. Azure Monitor also provides operational observability. This is achieved by
collecting telemetry data from the machine learning endpoint, database services, and the
rest of the system. The functionality of monitoring the system helps in the early detection
of anomalies, optimization of performance, and the healthcare operational requirements for
the regulation of the system. Azure Site Recovery provides business continuity. This
happens by replicating the database instances and important metadata to a targeted region

for recovery.

In conclusion, the deployment architecture showcases a strong, secure, and scalable design
optimized for the processing of sensitive MRI images to support machine learning-powered
diagnosis. The deployment architecture comprises high availability, the use of encryption
for communications, a zero trust approach to segmentation, in addition to the utilization of
separate dev and prod environments. All of the subsystems in the deployment architecture

combine in the cloud to deliver a solution to the healthcare industry.
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4. Implementation

This chapter outlines the cloud architecture developed for the Brain Tumor Detection and
Analysis System. The system development is the result of translating the approved
architecture of Azure into a working system that enables safe and remote access to the
system, machine learning computation, database functionality, and system administration.
The designed architecture integrates Microsoft Azure services to accomplish system

isolation and security through a multi-layered network architecture.

Overview of implementation
The process of implementation begins with the creation of an Azure Virtual Network

tailored to hold all resources for the project. Subnets are then created to organize various
workloads, such as web-based access, processing, machine learning computation, data
storage in databases, administration, and development. Network Security Groups are
implemented on the subnets to manage traffic flow based on least privilege access. The
implementation process also does not include Azure Machine Learning, databases, or

virtual machines until the network infrastructure has been set up.

Azure Network Creation
The boundary of the private network for the project is demarcated by a single Azure Virtual

Network called Brain Tumor-VNet. The VNet is assigned an address space called
10.0.0.0/16, which provides ample room not only for current subnets but also for future
growth. All critical service instances operate inside the VNet to enable private

communication without direct exposure to the public internet.
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Figure 10: VNet Creation Summary - 2

Subnet Deployment
Multiple subnets were used in the virtual network to create the logical division of

workloads. In support of the routing and definition of the security rules, a /24 IP address

range was assigned to each subnet to avoid overlapping. This mechanism creates a barrier

25



for lateral movements for the different services in case there are security issues. Each

subnet is also linked to a Network Security Group that defines the allowed inbound and

outbound traffic.
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Figure 11: Cloud Brain Tumor Subnets

Web App Subnet
The front-end web application was hosted inside the Web App Subnet, which has the

address range of 10.0.1.0/24. This subnet is responsible for all communications that are

user-facing and is basically the entry point into the system. It only allows traffic to the
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necessary web services in the inbound direction and to backend services in the outbound

direction. There are no databases or machine learning services exposed to this subnet.

ML Subnet

The resources for Azure Machine Learning were deployed inside the Machine Learning
Subnet, and it had a range of 10.0.2.0/24. The ML workspace had a name of ML-space,
and it was allocated to a resource group called ML-RS. The Machine Learning Subnet
prevents public access and communicates only with approved backend and database
services. This is important because it protects sensitive medical images that result from

model inference.

Database Subnet
The database subnet was set up using the IP address range 10.0.3.0/24. This subnet does

not allow public access but only accepts input messages from the backend subnet and the
ML subnet. This setup helps the subnet adhere to the regulations required in the
healthcare industry regarding protecting data.

Web App Backend Subnet

The Backend Subnet, which is demarcated by IP addresses 10.0.4.0/24, was created to
house application logic and APIs. The Backend Subnet acts as a bridge between the web
interface, machine learning components, and database machines. The traffic policy
prevents communication from passing through certain internal ports, which ensures that

there is a clean separation between the presentation and processing layers.

Management Subnet

The Management Subnet, which has an IP address of 10.0.5.0/24, was established to
ensure administrative access, monitoring, and management. The management subnet
contains management virtual machines and secure access servers, and there are no
application workloads running in this subnet. Additionally, for security purposes,

administrative access is restricted to authorized personnel.
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Development Subnet

For testing and development, the Development Subnet has been built with the IP address
range of 10.0.6.0/24. This testing and development infrastructure allows for controlled

development and testing with the maintainability of production services.

Security Deployment
While deploying Azure, the aspect of security was regarded as a basic necessity. The

architecture designed incorporating Azure has a defense-in-depth strategy, which entails
the use of network segregation, management of traffic, and secure connectivity. Instead of
relying on a solitary method to enhance security, a multitier strategy has been used to
reduce attack surfaces to counter possible threats. The architecture secures sensitive
medical information, machine learning processes, as well as the cloud-hosted application

services.

To avoid undesired communication between system components, access control was
mandated at the network level via subnet isolation and routing controls. Internal resources
were protected from Internet access as connectivity between local environments and Azure
resources had been secured without exposing them to the general Internet space. All these
factors combined ensured that no external system visibility is achieved and internal system

movement is limited.

NSGs

Network Security Groups were established and assigned to each subnet to manage the
incoming and outgoing traffic. The rules were developed based on the purpose or function
of each subnet, following the least privilege principle. The Web App subnet only allowed
incoming web traffic on authorized ports, while the other subnets allowed incoming traffic
only from authorized sources within the network. The Database subnet denied all incoming
internet traffic and allowed access from the backend and ML subnets. The use of default

deny rules prevented unwanted communications.
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Figure 12: Network Security Groups

Firewall
Azure Firewall is used as a central network security tool that is responsible for scanning

and filtering traffic between subnets and external networks. The Azure Firewall is also
responsible for application and network-level policies that block unauthorized access,
malicious traffic, and common attack patterns. All Internet traffic that is outbound and
originates from internal subnets is forwarded to Azure Firewall, allowing for monitoring

and policy application.
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Site-to-Site VPN

In order to create a secure and encrypted communication channel between the Azure
Virtual Network and the hospital network, a Site-to-Site VPN solution was established.
This VPN solution uses IPsec/IKE encryption techniques to ensure the confidentiality and
integrity of the patient data sent to the cloud infrastructure. This VPN connectivity would
allow trusted systems at the on-premises network to be able to connect to the cloud without

risking exposure to the public Internet.
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Figure 18: vpngw-cloud dashboard

35



LY LY

v My roles X VpPNgW-o! x

A

Compute X \ frontend X & OracleHe X £ FastAPl-© X+

< (] 25 portal.azure.com, A Q3 K = A Relaunch to update }

GOOGLEAI DCM ECOM CLOUD WORDPRESS 33 » YouTube [&] 7 Bahrain Polytechnic... ¥ Self Service Banner » [ All Bookmarks

i Search resources, services, and docs (G+ i B o) &l 202203753@student.po... @
Microsoft Azure [ o) D Copilot & @ A BAHRAIN POLYTECHNIC (POLYTE.. ‘(&

Home > Hybrid connectivity | VPN gateways >

Vp ngW-On prem 2 - M | Diagnose connectivity issues with this virtual network gateway Analyze performance for this virtual network gateway | +1 X
S5 Virtual network gateway
‘ 2 Search | LR () Refresh —> Move ~ [i] Delete
Ll Overview . Essentials JSON View a
& Activity log Resource group (move) SKU
Management-RS VpnGw1
gp\ Access control (IAM) Location Gateway type
@ Tags West Europe VPN
¢ D o sol ol Subscription (maove! VPN type
#4 iagnose and solve problems 202203753 project Route-based
*. Resource visualizer Subscription ID Virtual network
d844632f-0a17-4479-be7e-4503eb554495 OnPrem-Sim-VNet
v Settings
Public IP address
& Configuration 172.201.182.91 (pip-vpngw-onprem)
(9 Connections Tags (edit)
Add tags
4> Paint-to-site configuration
@ Maintenance Health check Advisor Recommendations Advanced troubleshootii
" Perform a quick health check to Check Critical, Warning, and /'- Run a troublesheoting toc
ul Properties detect possible gateway issues Informational Recommendations invesigate failure causes a
Locks Go to Resource health Go to Advisor repair actions
- Go to VPN Troubleshoot
> Monitoring
> Automation p .
Show dataforlast ( 1hour ((IENE® 12hours  1day 7days 30days )
> Help
Total tunnel ingress s Total tunnel egress <
08
2608
08
2408
2208 4508
2008 4008
1808 .
1608
3008
1408
1208 2508
1008 2008
808 1508
608
1008
408
208 o5
08 ____._ 1L | \_ L Jr 08 ... 1
Add or remove favorites by pressing Ctrl +ShiftsF 2PM  3PM 4PM  5PM  6PM UTC+03:00 3PM 3PM 4PM SPM  6EM UTC+03:00 v

Figure 19: vpngw-onprem dashboard

Storage Implementation
Storage services were designed to facilitate secure processing of medical imaging data,

system output, and application artifacts. The selection of the Storage services in Azure
was based on their excellent integration with networking, identity, and compliance
services in Azure. To ensure all storage resources are in close proximity to the basic
infrastructure in Azure, all resources were placed in the same region in Azure and

designed to be accessible in a private network only. Public accessibility was blocked, and
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role-based access control helped limit permissions to minimize risks to confidentiality,
integrity, and availability.
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Figure 20: Storage Account Overview

Blob Storage
The Azure Blob Storage system was set up to handle the files produced by the MRI scanner,

the processed images, and the machine learning objects. The storage account was set up to
support the usage of private endpoints, and access was restricted to trusted subnets like the

ones allocated to the Machine Learning subnet and the Backend subnet. The blob storage
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system was selected because it is scalable and cost-effective and supports the uploading of

large medical images.
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Figure 23: Reports Blob Storage Container

Database Implementation
The database layer, which contains patient metadata, analysis results, and system records,

is designed using a managed database service in Azure. The database is hosted on a
dedicated subnet without internet access except for the Backend and Machine Learning
subnets. The use of a managed service removes administrative overhead in aspects such as
backing up, patching, and replication to ensure high availability, thus meeting the system’s

functional requirements.
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Figure 24: Database Overview
Model Deployment

The machine learning model was deployed as a containerized inference service using
Azure Container Apps. The brain tumor classification model along with its inference logic
was packaged into a Docker image and made available over a REST API. The service takes

input magnetic resonance imaging (MRI) data provided by the backend application,
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performs computations on the inputs using the trained model, and sends back prediction
outputs in real-time. The container was running on a private Azure network and allowing
communications only from authorized backend components, thus aligning well within the
overall system security architecture. Containerization provided a consistent runtime
environment for both local and cloud-based testing, eliminating dependency conflicts, and

allowing for easy management of model versions and related libraries.

The deployment process involved localized creation of the Docker image, distribution of
the image to Azure Container Registry, and deployments on Azure Container Apps, subject
to CPU and memory resource limitations. The model parameters, model paths, as well as
service ports, were handled using environment variables. This approach allowed for
frequent re-deployment in case of changes and also allowed scaling of the machine learning

piece without affecting the rest of the application.

Justification on Container-Based Deployment Over ML Workspace

Azure Machine Learning Workspace was initially shortlisted for model deployment, but
operationalization under project constraints resulted in unsuccessful deployments. Various
technical issues were observed, such as issues with resolving environment images or
providing endpoints, that resulted in unsuccessful deployments. Though it was correctly

configured, obtaining a stable inference endpoint under the deadline was not achieved.

As a result, the decision was made to implement deployment using containers, which
proved more reliable and manageable. The deployment using containers ensured that there
was full control over the environment. The process did not rely on managed machine
learning endpoints, which was compatible with the infrastructure-orientated nature of the
project. Based on that, using containers became identified as the best way forward for a
feasible and secure inference service for machine learning within the specific scope and

time constraints of the project.
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Figure 25: ML Container Dashboard
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Figure 26: Test URL

Monitoring, Logging & Security Tools
Monitoring, logging, and security controls were implemented to provide continuous

visibility into system performance, availability, and security posture. Azure-native
monitoring services were selected to allow centralized observation of network traffic,
resource utilization, and access activity across all deployed components. Logging was
enabled to support auditing, troubleshooting, and compliance verification, particularly for
sensitive healthcare data. Security monitoring was integrated with network and compute

resources to detect abnormal behavior, failed access attempts, and configuration issues.
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This layered monitoring approach supports operational stability and aligns with healthcare

data protection requirements.

Azure Monitor
Azure Monitor was configured as the primary monitoring service for the deployed

infrastructure. Metrics and logs were collected from virtual networks, subnets, virtual
machines, storage accounts, databases, and Azure Machine Learning resources. Diagnostic
settings were enabled to capture activity logs, performance metrics, and resource health
information. Azure Monitor provides real-time insights into system behavior and supports
proactive identification of performance bottlenecks or service disruptions. Centralized
dashboards were used to visualize key indicators such as resource availability, network

traffic, and error rates, enabling efficient system oversight.
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5. Testing

Test Plan
The test plan has been designed to ascertain that the implemented Azure infrastructure

meets the functional, security, and operational needs described in the project plan. The test
exercise had the objective to, among other things, ensure the correct implementation of
networking elements, restricted connectivity between the subnets, secured data storage,
and successful communication between the web app, machine learning module, and the
database layer. Every test scenario has been conducted after the infrastructure has been

deployed.

The test scenarios defined within the project plan were systematically implemented. These
tests included checking for connections between approved subnets, checking for blocked
transmissions on restricted sites, checking private access to storage and DB services, and
checking monitoring/logging services to ensure system activity logs were being recorded.
There are additional tests performed to ensure service functionality as well as basic fail-
over processes. These tests were defined as pass or fail, and any tests that failed were

remedied by changing system configurations.

46



Participants
The test activities were undertaken by the participants who were identified by the project plan. The project implementer was largely

responsible for the testing of the cases, which included all the infrastructure tests carried out on the Azure platform. The project

supervisor acted as the checker of the test cases to ensure that they are carried out according to the goal of the project.

Participant Age | Gender | Background Skills and Role in Testing

Ali AlRashedi 20 Male An Information Systems student with the basics of | test cases related to the networking and security aspects have
cloud computing and experience in the design and | been performed, ranging from subnet isolation, NSG rule
implementation of Azure-based cloud infrastructure, | validation, private access, to the validation of the restricted
virtual networks, subnets, and security features. communications between the services.

Ali Almuzayen | 22 Male An Information Systems student with expertise in | Machine learning test cases were also performed to confirm
cloud computing and awareness of machine learning | the accessibility of the ML, the secure connectivity to the
paradigms and processes involving model deployment | storage and database, and the successful execution of
and services. models.

Hussain 22 Male An Information Systems student with knowledge in | Test cases have been conducted on the database backend,

Mohmmed Ali database management and programming. Manage | including connectivity, access validation, data flow, and

databases, controlling data access and app logic
integration. Programming expertise aided in backend
service implementation, facilitating communication
between the cloud infrastructure and database

component.

secure communication with the application services.

Table 4: Participants in Test Cases







Functional Requirements Test Cases and Results

This section details how the functional requirements of the system have been verified through structured test cases, as projected in the
project plan. All test cases were also used to ensure that all functional requirements related to the cloud infrastructure work as expected
under normal working conditions. The test cases did not include application logic but emphasized safe connectivity and service

interaction.

All the test cases were run as soon as the infrastructure had been fully implemented. Test results are tabulated below, outlining the aim

of the tests, the phases of execution, and the expected and actual results with pass and fail indicators. In executing tests, step-by-step

images of progressive implementations were taken as graphical representation of proper functioning of the system.

Test
Case | Test Scenario Test Case Test Steps Test Data Expected Result | Actual Result| Status (Pass/Fail)
1D
1. Click upload PASS
1 Verify MRI | Upload MRI | 2.Choose the MRI | MRI image | MRI uploaded to ; li)‘:;egg tvga];lob
upload image to cloud 3iréla§e.. (.jpg/.png) blob storage P storage
. dubmit
Wh del
) Check tumor Process 1. Click analyze |Stored MRI| Tumor detected conte;nnelroizeed‘:r?tsl PASS
analysis uploaded MRI [2. Wait for process| image successfully image was taken
and uploaded
ML model onl
3 Check result | View analyzed L. Op;:llgreesults Processed | Tumor area shown | gave :1;)6: ag(r‘ll rylo PARTIALLY
: ; if there was
display MRI result 2. View image image clearly Tumer s,
4 Check reports | Download | 1. Click download | Report file Report ffsfsihbﬁx::urig Not TESTED




download result report report downloaded were found in
Blob Storage
2. Save file
Check cloud | Backup MRI | 1. Start backup Nottesteddueto | Not Tested
backup data 2. Wait for finish MRI data | Backup completed | budget reasons
A Site-to-Site
Check data Ensure 1. Upload MRI Encrypted VPN was used to Pass
. uploaded data 2. Observe Data sent securely | c.curely upload
security ; data Y up
is encrypted network data.
) Due to budget
Check failover | Restore system 1. Simulate crash Svstem datal Svstem restored | reasons. costs Not )
after crash 2. Run recovery |7 y failozertwgs not | Tested/failed
cste
. . . i Website fully
Check user |[Test admin and| 1. Log in as admin User Aggzgslshissgﬂl functional though PARTIALLY
access user roles 2. Login as user | credentials limi,te q »32?; tne;: f:sstzz
. Alerts did not PASS
Check system Verify alerts I Open_Azure Alerts appear appear but, logs
monitorin and usage Monitor System data correct] were showing
£ tracking 2. Check logs y what is happening

to the resources

Table 5: Functional Requirements Test Case




Network and Connectivity Test Cases Results

This paragraph verifies the functional requirements for virtual networking configuration as
well as connectivity between subnets. The test scenarios covered in this paragraph test
whether authorized communication routes between the subnets are allowed while any
unlawful traffic is restricted. All these tests validate whether the network segmentation

functionalities of the Azure Virtual Network are correctly implemented.
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) B Administrator: Windows Pows X + v

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

. PS C:\Windows\system32> Enable-NetFirewallRule
PS C:\Windows\system32> ping 10.0.6.4

Pinging 10.0.6.4 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 10.0.6.4:
Packets: Sent = 4, Received = @, Lost = 4 (100% loss),
PS C:\Windows\system32> ping 10.0.6.4

Pinging 10.0.6.4 with 32 bytes of data:

Reply from 1€.0.6.4: byte: time=3ms TTL=128
Reply from 1€.0.6.4: byte: time=13ms TTL=
Reply from 10.0.6.4: byte time=3ms TTL=
Reply from 10.0.6.4: bytes=32 time=6ms TTL=128

Ping statistics for 10.0.6.4:

Packets: Sent = U, Received = U, Lost = @ (8% loss)
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = 13ms, Average = 6ms
PS C:\Windows\system32> |
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Figure 29: Success Ping from On Premises to Cloud Bastion VM

Security and Access Control Test Cases Results

The security-related functionality tests form the main concern of this subsection. The test
cases are made to make sure that the Network Security Groups provide adequate
restrictions for inbound and outbound networks as well as the prevention of public access
and the provision of private access to storage and database resources. The main objective
for tests is to ensure the fulfillment of the security requirements mentioned in the project

plan.
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Figure 30: Web NSG Inbound and Outbound Security Rules

Storage and Data Test Cases Results

The functional requirements with respect to storage and access of data are examined in this
section. The test cases are designed to check that access from untrusted services is denied
and that access to Azure Blob Storage is possible only from authorized services and

subnets.
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Figure 31: Logs Of Recent Activities on Storage Account

Database Connectivity Test Cases Results

This subsection evaluates the functional need to access the database. Test cases will ensure
that operations on the data are functioning correctly by testing that only trusted backend
and machine learning services can access the database, but public database connectivity is

disabled except in the case of an experimental database.
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Figure 32: Active Database Connection (Development DB)

Acceptance Test Process and Results
Acceptance testing was performed in order to test that the developed system meets the

specified user requirements and project goals. Test scenarios were taken from test cases in
project plan operational scenarios developed during the engineering and design phases.
The goal of such acceptance testing was focused on testing of the developed system from

a stakeholder point of view, mostly with respect to functionality, security, and availability.

Every acceptance test was performed in the Azure environment. The result of the test would

be captured as Pass, Partial Pass, and Fail upon fulfillment of certain acceptance criteria.



If required, screen shots would be captured to ensure evidence of the test execution and

system behavior.

It is evident from the overall results that the system satisfied most of its acceptance criteria.
Small performance constraints have been noticed during the simulation tests of workload,
mainly owing to limited computational resources. These constraints do not impact the basic

functionality of the system and shall be overcome in future scaling

Test ID | Participant Process Status | Justification of the Result
Test Site-to-Site VPN connectivity VPN tunnel established

1 Ali AlRashedi between on-premises network and | Pass successfully with encrypted
Azure Vnet. traffic and stable connectivity.

) ) VNets and subnets were deployed
. ) Validate Azure Virtual Network ]
2 Ali AlRashedi Pass according to the approved IP
and subnet deployment. .
addressing scheme.

) ) ) ) Only permitted ports and
) ] Verify traffic isolation using )
3 Ali AlRashedi ) Pass protocols were allowed, blocking
Network Security Groups )
unauthorized traffic.

A Hussain Test Azure Blob Storage access P Files were uploaded and retrieved
ass
Mohmmed Ali for medical image storage successfully.
Hussain
5 Validate database connectivity Pass Database was reachable
Mohmmed Ali

o System services remained stable
) ) Test system availability under ) )
6 Ali AlRashedi Pass and responsive during normal
normal workload Screenshot )
operation.

Model works fine on container

) Tested ML model by uploading an | Partial | although design requirement
7 Ali Almuzayen ) )
image to test accuracy Pass mentioned was on Azure ML

workspace

Table 6: Acceptance Test Process Results

Usability Testing Results and Statistics
Responsiveness, reliability, and ease of use were evaluated by usability testing the system’s

response using Azure-monitoring tools and respective metrics. The testing was performed
by uploading data to the Azure Blob Storage service, downloading the stored results, and

tracking back-end and database operations using Azure Monitor dashboards. All tasks were



done via Azure Portal interfaces, signifying that the system can be readily used and learned
by an administrator.

The performance metrics ensure that the solution is stable during the period of testing. The
metrics for the blob storage solution indicate low ingress and egress traffic, stable request
processing, and an average latency of about 78ms, thus enabling fast data access. The
metrics for the PostgreSQL database indicate a stable number of active connections,
averaging between 6-7 connections, with no unusual spikes or downtime. Error rates
remain very low and limited to the initial setting stages. Overall, the outcome of the metrics
demonstrates the stability and simplicity of the solution as well as the usability

requirements set for the respective project.
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6. Discussion, LESPI, and Conclusion
This section outlines the findings of the project in terms of cloud infrastructure in the

healthcare system. The primary focus of this section will be on the cloud infrastructure
setup in this project, highlighting the support of secure data management, restricted access,
and stable service operations in medical applications through the Azure architecture setup.
This section emphasizes the infrastructure setup rather than application logic. Moreover,
the limitations in the existing setup also trigger the future improvements discussed in the

next section.

System Functionality
The provisioned cloud infrastructure behaved as intended and addressed key functional

needs identified in the project plan. The design of the private Virtual Network in Azure
was appropriately used to provide network segmentation of healthcare workloads in
separate subnets. Network Security Groups, in collaboration with private connectivity
features, were used to provide adequate access control to avoid exposure of sensitive

healthcare data to the general Internet.

The storage and database services were functioning in a closed network environment that
facilitated secure data communication between the approved components of the system.
The Azure monitoring and logging service also ensured adequate visibility of the
infrastructure and access to it. The combined effect of the infrastructure proved that it is

able to provide healthcare-related cloud services.

Accomplished Objectives
The main goal of the project has been achieved by developing an appropriate cloud

architecture that is secure and structured enough to be utilized within the healthcare
environment. A structured test has ensured that the infrastructure goal of the architecture
is met as far as the segmentation of the network, private data storage, and monitoring of

the services are concerned.

Besides, it fulfilled another requirement by providing a starting platform to which additions

could be made by future releases. While the current implementation prioritizes correctness,
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security, and access controls, a foundation has been laid for adding more advanced features
regarding scalability, redundancy, and automation, as shall be clarified below.

Technical and Business Objectives

The goal of the project was to offer a safe and efficient cloud infrastructure supporting
healthcare systems, while maintaining their operational efficiency. From a technical
standpoint, it was a challenge to develop an efficient and safe cloud infrastructure that is
capable of supporting medical applications. On a business standpoint, it is evident that
cloud infrastructure can also be deployed effectively and economically in the healthcare

sector.

From a Technical perspective, some of the objectives achieved:
e Building a segmented virtual network in Azure to isolate healthcare
workloads
e Least privilege access via Network Security Groups and Private Endpoints
e Data Storage and Database Services Security inside the Private Network
Borders
e Integration with native Azure services to enable management without
compromising security controls
One of the objectives that was not met was the use of Azure ML Workspace to host ML

models, for that, Azure Container Apps were considered as an alternative solution to it.

Despite the accomplishment of these goals, several advanced features for the infrastructure
had been intentionally excluded for reasons of project feasibility and resource availability.
These exclusions include the following:

e redundancy over multiple regions

e automatic scalability

e advanced security analytics capabilities.
Excluding these does not make the solution imperfect but ensures technical development

paths for improvement outlined in the Future Plan section.

In terms of business and operations, the target was:
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e Lower operational overheads through managed wusage of cloud
infrastructure

e Scalable architecture that facilitates the gradual growth of the overall
system

e Offer a cloud-based system that requires minimal infrastructure costs

¢ Enhance maintainability and efficient operation The existing design focuses
more on its operational feasibility rather than its ability to be fully

productive.

With the evolving nature of the requirement for healthcare services, high availability,
scalability, and accessibility are becoming increasingly crucial, which are emphasized

through the Future Plan and Work mentioned.

Project Issues
The deployment of the cloud infrastructure faced a series of technical and configuration

issues. The majority of the issues were evident as a result of the challenges encompassing
the integration of multiple services from the Azure platform in a private healthcare
environment. The majority of the issues were recognized during the testing and validation
stages, and they were corrected by making changes in the configuration. This helped in

developing a more reliable and secure infrastructure.

Though the concerns did affect the overall goal of the system, they highlighted important
aspects to keep in mind when carrying out medical workloads within a cloud infrastructure.
The above table illustrates the most prominent challenges identified, their implications, and

the strategies used to overcome them.

Issue Description Solution

Restriction on First, communication within In order to allow

network access subnets was blocked by the specifically service-to-
Network Security Group rules. service communication, the

Network Security Group
policies had to be reviewed
and changed.
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Integration with
Azure Machine

Learning Virtual
Network (VNet)

There have been issues with the
Azure Machine Learning services
during the deployment of the
machine learning model.

An alternative solution to
this is ACI.

Limits of Storage
Access

Because of strict network
configurations, Blob Storage was
not available during initial
testing.

Networking settings were
updated to allow access
only from approved subnets
using private access.

Lack of Monitoring
and Coverage

some resources did not produce
logs for Azure Monitor.

better monitoring and
logging, diagnostic settings
were enabled for all
important resources.

Resource
dependency order

Certain services failed to deploy
due to unmet network

Deployment order was
adjusted to provision

dependencies. networking components

before dependent services.

The order of VNet network dependencies In order to deliver
dependencies on prevented several services from networking components
resources. deploying. before dependent services,

the deployment order was
changed.

Table 7: Project Issues and Solution

Backup Plan

Because of the sensitivity, regulation importance, and business criticality involved in
healthcare information, it is imperative to deploy a healthcare cloud system with a
systematic backup process. In a healthcare cloud infrastructure, a backup system is not only
used to ensure recovery from technical failure but also to provide protection from
unintended deletion, damage, threats, and unplanned outages (Microsoft, 2023). The back-
up method used in this project was intended to ensure healthcare data integrity,

accessibility, and compliance in an Azure healthcare platform.

The backup plan focused on automation, securing the backups, and ensuring recoverability,
making it compliant with best practices in a regulated cloud environment. Automated
methods of backup make it less dependent on human interaction, ensuring a steady
recovery point, which is highly important when dealing with sensitive data of the

healthcare sector (Microsoft, 2023). The use of Azure Backup Services helped to safeguard
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the essential components of the infrastructure, including storage resources and managed

services.

Azure Recovery Services made it easier to manage backups centrally, allowing the
consistent application of retention policies. Centralized management policies improve
visibility and auditing, which are critical in health information infrastructure (Microsoft,
2022). The backups were stored in a resilient architecture to provide redundancy in case of

loss due to failure in the infrastructure or platform (Microsoft, 2024).

Retention policies were set up to support the ability to perform a point-in-time restores,
allowing a return to a previously known good state. This matter is very important in the
healthcare sector, as it relies upon the integrity and consistency of the data (ISO/IEC,
2022). Backup data was isolated to protect it from any form of unauthorized access or

compromise.

Apart from protecting data, repositories with version control were also used for keeping
configuration artifacts of infrastructure, such as deployment templates, network, and access
controls. Infrastructure as Code and backups of infrastructure configurations are
considered best practices to ensure quick recovery and deployment in cloud systems

(Microsoft, 2023).

The infrastructure was rebuildable for future needs. Although disaster recovery with
functionalities such as automatic failover between regions was not part of this project
scope, the methods of backup implemented have laid a very good foundation for the future.
Backup and recovery are the basis of disaster recovery in healthcare systems in the cloud

and can serve as a foundation for the development of advanced solutions (Microsoft, 2024).

Future Plan and Work

Future versions of this system may include the following infrastructure improvements in
addition to those above in order to increase levels of reliability and facilitate scale in the

hospital context. Firstly, the introduction of multi-region redundancy in both the ‘storage’
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and ‘database’ infrastructural layers would be essential in ensuring data and model result
availability in the event of regional failures. The provision of automatic scaling in the
machine learn compute infrastructure and App Service would be another area of
significance in this future system version. This would allow the system to handle increased
clinical load requirements automatically. It would be essential indeed to incorporate further
improvements in this future system version in the use of the global routing feature in Azure
Front Door service, enhanced security analysis through the use of the Azure Sentinel
service, and finally, complete ‘Key Vault’ rotational requirements. The achievement of this
would require infrastructural changes in the system that would include ‘VNet’ expansion,
creation of new ‘subnets’ in the platform services infrastructure, ‘availability zone’ feature
support, and additional ‘private endpoint’ support. The system’s ‘database’ layer would be
modified in terms of ‘high availability’ in this future system version through replication

settings support and automatic ‘failover’ script provision.

Synopsis of my experience

The project allowed gaining insight into how the cloud infrastructure enables an overall
medical system and how this affects the precision and integrity of the process. The
significance of subnet planning, network access, identity governance, and routing in the
integration of machine learning computing power and databases in a regulated setting
became clear. Knowledge in the deployment of Azure ML, troubleshooting in VNet
integration, and conflicts in security rules has allowed improvements in troubleshooting
techniques. The significance of monitoring in dealing with working loads that handle
protected healthcare information has also been pointed out. The skill in designing topology
views, deployment views, and activity views has enhanced the skill in presenting system
designs. All acquired information and skill enhancement are necessary in future
professional life because overall engineering in the IT business and accuracy in the

healthcare industry are key.

Bahraini Perspectives
The project affirms conformity with Bahrain’s legal and cultural standards regarding the

safeguarding of sensitive health information. The Personal Data Protection Law (PDPL)

enforces strict controls over the collection, processing, storing, and accessing of personal
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and health-related information. The assurance of confidentiality in healthcare, therefore
entails the use of private VNets, secure data storage through encryption, secure access via
VPN, or accessing through secure access-endpoints in the system’s architectural
framework (Personal Data Protection Authority, 2018). This addresses cultural perceptions

in Bahrain regarding confidentiality and upholding patient dignity in healthcare delivery.

Moreover, this project aligns with the Ministry of Health’s vision regarding digital health
in Bahrain. The Ministry of Health’s vision entails creating safe digital health systems and
improving the level of healthcare services in the country (Ministry of Health, 2013). This
project complies with this vision through the use of secure networks, private endpoints,
secure routing methods, and encrypted blob storage in health care delivery in Bahrain.
From the cultural perspective, the project has the capacity to create a positive effect if
implemented appropriately. Bahraini patients are known to often ask for clear information

regarding the processing of their health information.

The use of strict access controls in keeping data from the MRI system in private cloud
computing systems may be able to retain the confidence of the patients and healthcare
professionals. The healthcare system in Bahraini society may be able to retain the cultural
values of respect for privacy and accountability in the healthcare system through this

system if more healthcare professionals in Bahrain adopt this system.

Legal, Ethical, Social, and Professional Issues

The deployment of the medical imaging infrastructure in the cloud involves a number of
significant legal, ethical, social, and professional factors. The system involves the
processing of sensitive patient data through MRIs, hence requiring strict requirements in
terms of data storage, transfer, access, and protection. It is imperative to thoroughly
investigate the legal requirements and social factors in relation to the infrastructure
platform deployment because failures in legal requirements and social factors may

undermine the integrity of the entire process. This process involves health care.

Legal Issues
The system handles health data classified as sensitive personal data under the Personal Data

Protection Law (PDPL) in Bahrain. PDPL requires lawful processing, express guarantees,
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rigorous access controls, encryption, and normative auditing of all data transactions
(Personal Data Protection Authority, 2018). This legal imperative affects all technical
aspects of the system, from network compartmentalization in the private network to
identity settings, rest and transit encryption, and securing data storage accounts. Legal
adherence also covers data residency aspects and limiting access of the data in MRIs to
only private network endpoints. Furthermore, in consideration of Microsoft’s adherence to
international healthcare regulatory requirements compatible with GDPR and ISO
standards, additional legal obligations apply regarding system transparency, data
minimization, and secure data processing (Microsoft, 2024). Network misconfigurations
in data access controls or routing may violate these legal specifications. The legal

requirements are therefore essential system background considerations.

Ethical Issues
The ethical aspects are brought about by the dependence of clinicians on the accuracy and

integrity of the diagnostic pipeline. The process should be able to handle data in a
confidential and secure manner with no chance of data breaches. The integrity of the
diagnostic process should not be compromised in terms of routing functionality,
computational power, subnet level segregation, or storage access functions. The clinical
process may be delayed in the case of system failures or malperformance in routing
functions, computational power, subnet level segregation, or storing data. It is essential to
ascertain ethical soundness in implementing sufficient defenses and controls in terms of
system visibility and proper mechanisms regarding system failure or malperformance. The
key aspect regarding this matter involves confidentiality and integrity in the clinical-
technology setting supported by secure communication channels through encryption,
effective identity governance, and proper patient data treatment mechanisms (World Health

Organization, 2021).

Social Issues
Social factors involve public confidence in the use of cloud medical systems in Bahrain

and cultural values associating privacy with healthcare information. Patients and healthcare
professionals expect the confidentiality of healthcare information to be observed. Secure
architecture in this context would involve keeping all healthcare information in closed

medical networks with information accessible only through accredited networks and being
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more open about healthcare information security procedures in place. This would help in
ensuring patient confidence in the healthcare system. The system would also meet the
objectives of digital health in Bahrain in terms of providing secure, effective, and up-to-
date health services (Ministry of Health, 2013). Moreover, the system would also support
Bahrain Vision 2030 in terms of the strategic vision of ensuring effective digital
infrastructure in the country (Government of Bahrain, 2008). However, there may be social
perceptions regarding information communication and governance in the context of cloud

computing and healthcare information privacy if not managed appropriately.

Professional Issues
Professional accountability is paramount in the implementation of this system. The system

implementation and analysis should be carried out with accuracy and adherence to relevant
standards. Any weakness in access control, routing, encryption, or system monitoring may
undermine patient information integrity and undermine the integrity and competence of the
professionals involved. Professional accountability involves adherence to best practices
like those discussed in ISO 27001 guidelines that focus on secure system design and
operation, change control, risk analysis and consideration, and continuous system
surveillance (Microsoft, 2024). Another issue under professional accountability involves
clear and effective system documentation and communication of information with clinical
professionals. Any weaknesses or deviation from standards may undermine the integrity of

the professionals or groups of professionals involved and may affect patient safety directly.
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7. Conclusion

This thesis offers new, practical insights into the building of a secure and compliant cloud
architecture for the management of machine learning services in a hospital environment,
using Microsoft Azure. The results show that the confidentiality of healthcare information
can be ensured at the infrastructure level through the enforcement of network segmentation,
encryption, and controlled access, in addition to secure communication in on-premises and
cloud settings. The results validate the assumption that the design of the infrastructure plays
a critical role in the secure operation of machine learning systems in a sensitive field, such

as medical imaging.

An important lesson learned is that cloud security and regulatory compliance are achieved
not by individual services, but by the integrated assembly of networking, identity,
encryption, and monitoring components. Another important aspect brought out by this
study is the challenges faced when planning to meet the demands of security, scalability,

and expenses, given the limitations of the project, in designing healthcare cloud systems.

Even with these prime objectives met, there are additional concerns that this research
endeavors to identify and explore in the realms of future work. Some of these could include
the pursuit of greater automation levels through the use of infrastructure as code, additional
analysis of real-time monitoring and response to incidents, as well as an investigation of

hybrid or multi-cloud models for comparison purposes.

From a practical perspective, the proposed infrastructure provides a reusable reference
model for healthcare organizations wanting to create machine learning-ready cloud
infrastructures in a responsible and secure way. Finally, the thesis argues that a properly
designed cloud infrastructure can serve as a solid base for healthcare applications related
to machine learning, at the same time as offering opportunities for future improvement and

research within the safe medical cloud computing area.
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9. Appendices

Appendix I: System and User Manuals

User Manual

Purpose and Intended Users
The present User Manual describes how users access the cloud infrastructure created for

the Brain Tumor Analysis System. The text focuses on access mechanisms and
infrastructure usage, and it highlights how the infrastructure is used rather than applications
or the clinical workflow.
The guide is intended for:

e Authorized Hospital Information Technology Personnel

e Project Evaluators and Supervisors

A basic understanding of cloud technology and security is assumed of the user.

System Overview for Users
The system is hosted on Microsoft Azure and aims to facilitate the secure storage,

processing, and analysis of medical image data.
To the user, the infrastructure gives:

e Safe access to cloud resources.

e [solation of internal services.

e Transfer of encrypted data.

e (entralized monitoring and visibility.

e Private network boundaries in which all necessary services are functioning.

Network Access
Users cannot directly connect to internal services via the public internet.

Key controls are:
e Internal services run inside private subnets.
e Access to the backend is restricted from the public, limited only to the frontend
tier.

e The connectivity service provided is through a Site-to-Site VPN.

26



Before engaging with any internal resource, the user must first check that secure

connectivity is enabled.
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Cloud Services Resources

Users may:
e Check the status of virtual machines.
e Monitor the availability of resources.

e Examine the configuration summaries.

Users are prohibited from:
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e Changing System Configurations.
e Start or stop production resources.

e Change network or security settings.
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Figure 39: Virtual Machines Status

Monitoring System health
It is expected that users will check the metrics of the system and notify any abnormalities.

The perspectives offered for monitoring include:
e Summary of Log Analytics
e Activity Logs
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Figure 40: Activity logs

Limitations on User Interaction
e There is no direct way to access the databases.
e No privileges for modifying infrastructure.
e Avoid exposing publicly offered endpoints.

e These are imposed as system security and compliance measures.

User Manual Summary
Cloud infrastructure supporting the Brain Tumor Analysis System can be securely accessed

and monitored by authorized users. This cloud infrastructure provides the means to ensure

the safe and secure running of the healthcare tasks enabled with security and encryption.
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System Manual

Purpose and Responsibilities
This System Administrator Manual contains all information pertaining to the management,

maintenance, and security of the Azure cloud infrastructure supporting the Brain Tumor Analysis
System. It outlines the administrative roles and procedures that are required for ensuring the
availability and integrity of the proposed system.
System administrators are responsible for the following tasks:

e Azure resource and configuration management.

e Enforcement of security and access controls.

e Network Isolation.

e System health or performance monitoring.

e Backup and recovery management.

e Incident Responses & Failures.

e Documenting and getting approval for every administrative activity.

Network Administration
Virtual Network Management

One Virtual Network encompasses all the services, while workloads are segmented into
isolated subnets:
e Web
e Backend
e Machine Learning
e Database
e Management
e Development
Direct communication among tiers is not permitted except when required.
Network Security Groups Management
Network Security Groups (NSGs) provide traffic filter policies at both the subnet level and
resource level.
Administrator Duties:

e Allow only the necessary ports and protocols.
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e Deny any incoming traffic that is not needed.

e Perform regular audits of NSG rules.
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Figure 41: Network Security group Test server NSG

Secure Connectivity Management
Site-to-Site VPN

The Site-to-Site VPN provides secure connections between the hospital systems and Azure.
Administrative Tasks:

e VPN tunnel status monitoring

e Validate the encryption parameters

e The gateway must be highly available.
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For the Site-to-Site VPN, the best service to be implemented is VPN Gateway method,

which is best for secure connections over the internet
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Figure 42: VPN Gateway in Hybrid Connectivity Overview
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Figure 43: Recommended layout to start VPN setup

Based on Figure 43, it is recommended to start by creating VPN gateways
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Figure 46: Site-to-Site VPN connection setup -2
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Figure 47: Site-to-Site VPN connection setup -2.1
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Figure 48: Site-to-Site VPN connection setup -3
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Figure 49: Site-to-Site VPN connection setup -3.1

Cloud Compute Resources
The cloud computing resources form the main processing tier of this architecture, which is

delivered through Azure virtual machines and corresponding compute management
services in Azure. The main function of computing resources is to offer backend processing
capabilities, manage administrative operations, and execute machine learning tasks while
meeting strict security needs. The compute resources run in separate subnets that do not
have public accessibility, ensuring that all processing operations are conducted in a secured
network environment. The size and corresponding needs-driven allocation of computing
resources are used to strike a balance between processing and economical considerations.

The Azure management console gives administrators corresponding abilities to manage
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compute lifecycle operations such as creation, monitoring, and maintenance, which
facilitate continuous system functionality and future scalability that meets healthcare
security and regulatory standards.
Virtual Machines
Administrators may:

e Provision Virtual Machines.

e Applying Updates & Patches.

e Resource utilization monitoring.
Administrators must:

e Prevent unnecessary public IP address assignments.

e Adopt security hardening practices.
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43

Resource Type
@ Onprem Microsoft.Compute/vir...
@ onprem142_z2 Microsoft.Network/net...
(] Onprem-nsg Microsoft.Network/net...
@ Onprem-ip Microsoft.Network/pu...

Status
oK
oK
OK

OK

o

Monitor VM health, performance and network dependencies Recommended

e}
O
e]
o]

e]

Copilot
Home >
w» CreateVm-MicrosoftWindowsServer.WindowsServer-202-20251227134833 | Overview = - X
had Deployment
¥« [i] Delete () cel Ty Redeploy  Download () Refresh
% Overview .
@ Your deployment is complete
) Inputs
. Deployment name: CreateVm-MicrosoftWind...  Start time: 12/27/2025, 1:55:1...
%= Outputs Subscription: 202203753 _project Correlation ID: 14affSed-1760-2 ("
Y Resource group: Management-RS
= Template

Cost Management

Get notified to stay within your budget and
prevent unexpected charges on your bill.
Set up cost alerts >

0

Microsoft Defender for Cloud
Secure your apps and infrastructure
Go to Microsoft Defender for Cloud >

Free Microsoft tutorials
Start learning today >

Work with an expert

Azure experts are service provider partners
who can help manage your assets on Azure
and be your first line of support.

Find an Azure expert >




[ 1225031 | Dverviaw >
WVMSS = - o
[ p——
- o 3 Refesh © aran [ Stop
T Overen ~ Essentials
B Acvarviea L —— Management RS
B arcrssenmirs an) it A —
@ o Subsargtion 202203753 it
K Diogress ond sohe probions
Locaton (gl wisteurspe.
B sences
Subucrpion 1 AT LT T A4S
. Rasourca vsuaiger
> Neworkina
ogs i) Ak tags
5 Setings

5 Avalanity + scale
> Seasiy

3 Opeistions

> Montaang
ppp—

> beig

Properties  ontoring  Copobilties

K3 Virtuat machine profie

Cperat

g system
Capacity resenation group

-
K naure spot
Rawre spos

= Avallablliy + scaling

ety 2o

Extsnded roew

Presiity placemens gioup

Colcation stz
Host aroun
[—

Scaling

Scale-n pokcy
Gverrovisonng

Fault dorn ceunt
S pscsment group

Dk controlertype

Recommendations [0

Wireinas

Dissblea

Oissbled

200

Rutoscaie

Dl

sest

Figure 51: VMSS Dashboard

[i] Deire T Aeimage 5 Miow [ Open inmobile i Ferdback

44

Cperating system
See

Brimary NIC publc P scdress

Wirdows

1722052038 (Nebwork inteface Riin Tumer Cleud-ricd1-21 550 1) O
A asseasied publie

M Loy Clouarvieh fap Siazt

Cnchestation macde

Teremsn

£ stams
Puonisiring se

Pomer szte.

B Networking
[

e I adicess

nenvmsbnet

G Source mage detaia

Flsble
12/21/2025, 759:46 PM LTC

O sunceeded

2 00t of 2instances raing

72303308, (Network intestace: Brain Tumor_C) 01 at5alel)
T2 Managel/AASS M50 rcd)
iEVMES. NIC 3155011

056141233 Networ
1321647252 (Netwur
A essociated public s ©

Brain_Tumar. Cleicieh_agp_Subeies

Stanclard s 13
2
1o

Source image offe

——

= o



£ Search resources, services, and docs (G+/) l T Copilot @ & 03753@student.po.
BAHRAIN POLYTECHNIC (POLYT]

Home > Compute infrastructure | Virtual machines > Create a virtual machine >
Create a virtual machine M | Help me choose the right VM size for my workload | | Help me create a VM optimized for high availability | +1 X
° Validation passed
& Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload
Basics  Disks  Networking Management Monitoring ~ Advanced  Tags  Review + create -
Price
1 X Standard D2s v3 Subscription credits apply @
by Microsoft 0.2353 USD/hr
Terms of use | Privacy policy Pricing for other VM sizes
TERMS
By clicking "Create”, | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s) listed
abave; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s), with the same
hilling frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage and transactional
information with the provider(s) of the offering(s) for support, billing and other transactional activities. Microsoft does not
provide rights for third-party offerings. See the Azure Marketplace Terms for additional details.
A You have set RDP. SSH port(s) open to the internet. This is only recommended for testing. If you want to change this setting,
go back to Basics tab.
Basics
Subscription 202203753 _project
Resource group Management-RS
Virtual machine name Test-Server
Region West Europe
Availability options Availability zone
Zone options. Self-selected zone
Availability zone 2
Security type Trusted launch virtual machines
Enable secure boot Yes
Enable vIPM Yes
Integrity monitoring No
Image Windows Server 2019 Datacenter - Gen2 =
Download a template for automation A Give feedback

Figure 52: Test Server Deployment Summary -1

45



Microsoft Azure

£ Search resources, services, and docs (G+/)

o Copilot

202203753@student.ps

Home > Compute infrastructure | Virtual machines > Create a virtual machine >

Create a virtual machine - o

@ \Validation passed

@& Help me create a low cost VM
VM architecture
Size
Enable Hibernation
Username
Public inbound ports
Already have a Windows license?
Azure Spot

Disks

OS disk size

OS disk type

Use managed disks
Delete OS disk with VM
Ephemeral OS disk

Networking

Virtual network

Subnet

Public IP

Accelerated networking

Place this virtual machine behind an
existing load balancing solution?

Delete public IP and NIC when VM is
deleted

Management

Microsoft Defender for Cloud
System assigned managed identity
Login with Microsoft Entra ID
Auto-shutdown

Backup

Site Recovery

‘ < Previous H Next >

Help me create a VM optimized for high availability

x64

Standard D2s v3 (2 vcpus, 8 GiB memory)
No

BTDadmin

RDP, SSH

No

No

Image default
Standard SSD LRS
Yes

Enabled

No

Brain_Tumor_Cloud
Development (10.0.6.0/24)
(new) Test-Server-ip

On

No

Enabled

Basic (free)
off

Off

On
Disabled
Disabled

Figure 53: Test Server Deployment Summary -2

Machine Learning Infrastructure
The Azure Machine Learning workspace was centrally maintained.

Administrator’s responsibilities:

Help me choose the right VM size for my workload

Help me choose the right VM size for my workload

Download a template for automation

e Administer health and Status of container-related instances

e Troubleshoot problems if occurred
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\ My roles x \ Hybridcor % \ Home-M X \ Compute: X \ frontend - X @ Oracle He: X F FastAPI- 5 X +

<« c 25 mimodel.calmwater-f991ab44.westeurope.azurecontainerapps.io, 5 Relaunch to update }

GOOGLEAI DCM ECOM CLOUD WORDPRESS §f » YouTube [&] 7 Bahrain Polytechnic... ¥ Self Service Banner ¥ Student Assist [ All Bookmarks

FastAPI @

pijson

default ~

/health Health Check A

No parameters

Responses

Code Description Links

200 Successful Response No links

Media type

<

application/json

Controls Accept header.

Example Value | Schema

POST /analyze Analyze A

Parameters cancet | | Reset

No parameters

Request body ¢ [ appiicationjson v ]

Figure 54: Health of ML model
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A\ Hybrid c \ g \ tel X \ F FastAPI- 5 X

c 25 mimodel.calmwater-f991ab44 westeurope. azurecontainerapps.io x4 > Relaunch to update }

GOOGLEAI DCM ECOM CLOUD WORDPRESS §f » YouTube [&] 7 Bahrain Polytechnic... ¥ Self Service Banner ¥ Student Assist [ All Bookmarks

Parameters l Cancel | | Reset |

No parameters

Request body 9" I application/json v ]

Edit Value = Schema

"blob_url™: "https://mriscansresult.blob.core.windows.net/scan/mriscan/1765787314261-48.png"

Responses

Curl

curl -X 'POST' \
*https://mlmodel. calmwater-f991abdd.westeurope.azurecontainerapps.io/analyze’ \
-H ‘accept: application/json’ \

-H 'Content-Type: application/json’ \

a-

"blob_url": "https://mriscansresult.blob.core.windows.net/scan/mriscan/1765787314261-48.png"

991ab44. westeurope .azurecontainera

Server response

Code Details

200

Figure 55: ML model Test Data
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My roles x \ Hybridcor % \ Home-M X \ Compute: X \ frontend - X @ Oracle He: X F FastAPI -

<« c mimodel.calmwater-f991ab44.westeurope.azurecontainerapps.io. 5 Relaunch to update }

GOOGLEAI DCM ECOM CLOUD WORDPRESS §f » YouTube [&] 7 Bahrain Polytechnic... ¥ Self Service Banner ¥ Student Assist [ All Bookmarks

eurl -X 'POST" \
*https://mlmodel. calmeater-f991abd4. westeurope. azurecontainerapps. io/analyze” \
-H "accept: application/jsen' \
-H Content-Type: application/json’ \
-a '{
"blob_url": "https://mriscansresult.blob.core.windows.net/scan/mriscan/1765787314261-48. png"

erapps.io/analyze

Server response

Code Details

200 Response body

"has_tumor" :

"https://mriscansresult.blob.core.windows.net/scan/segmentation/1765787314261-48_segmented.png”,
n abnormal focal lesion has been identified on the MRI examination. The characteristics of this lesion are consistent with a ne
oplastic process, and its estimated size falls within the small category. Further clinical and diagnestic evaluation is recommended.”,
"findings": [
"Presence of an abnormal focal lesion.”,
Morphologic features are consistent with a neoplastic etiology
The lesion is categorized as small in estimated size.”,
"Precise location and detailed characterization require expert radiological review.”

"recommendations”: "Clinical correlation and further diagnostic evaluation, which may include additional imaging or biopsy, are recommended
to confirm these findings and establish appropriate patient management.”,
"metadata"
tumor_pixels”: r
"tumor_percentage”:
“"bounding_box™: [

Response headers

content-length: 1165
content-type: application/json

date: Wed,24 Dec 2025 19:87:33 GMT
server: uvicorn

Responses
Code Description Links
200 Successful Response No links
Media type
I application/json v l

Controls Accept header:

Figure 56: ML Model Test Data Outcome

Monitoring and Logs
There are several Azure tools available for monitoring, which include:

e Azure Monitor

¢ log analytics
Responsibilities of Administrators:

e Perform reviews of log files.

e Set alert thresholds.

e Immediately examine anomalies that are detected.
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System Manual Summary
This document, the System Administrator Manual, explains the operation and security

duties that are ought to be in place for the management of the cloud infrastructure that
underlies the Brain Tumor Analysis System. This infrastructure has the aim of being

secure, reliable, and meets the regulations of cloud data security for the health sector.
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Appendix II: Detailed Design

Purpose
This appendix contains a set of design diagrams that comprise the infrastructure design for

the Brain Tumor Detection System on Microsoft Azure. This serves as an addition to
Chapter 3 (Design), where architectural diagrams are used to describe how networking and
computation resources, and other components, are structured and integrated together.
These diagrams presented within this appendix are used as design evidence that supports

traceability from functional requirements to design.

Architecture Design
The system has a tiered cloud architecture that runs on Azure, all encompassed in one

Virtual Network. This helps to ensure segregation by specific subnets and security
restrictions, which helps limit the attack surface and ensure that the communication is
compliance-bound. Those features enable secure data ingestion, machine learning
inference, database storage, and privileged access by administrators and medical

professionals.

MW eraser

Figure 57: Azure Cloud Design

Network Design
Within a single Azure Virtual Network, all system resources are unified, providing private

IP networking and centralized policy enforcement.
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VNet Address Space: 10.0.0.0/16
The VNet is divided into subnets specific to their function.

Azure Virtual Network and Subnet Layout

Azure Virtual Network (VNet)
Address Space: 10.0.0.0/16
AzureFirewallSubnet AzureFirewallManagementSubnet AzureBastionSubnet GatewaySubnet
10.0.0.0/26 10.0.0.64/26 10.0.0.128/26 10.0.255.0/27
| S S (NSG: Bastion_NSG) (VPN Gateway)
Management_Subnet Web_App_Subnet WebApp_Backend Subnet ' ML Subnet
10.0.1.0/24 10.0.2.0/24 10.0.3.0/24 100.4.0/24
(NSG: Management-NSG) (NSG:Web_App NSG) (NSG: WebApp_BACK_NSG) | e
?gl%bgsgf_zs ;j e Development Subnet
A~ 10.0.6.0/24
(NSG: Database_NSG) |
Figure 58: Subnet layout
Subnet Purpose Range
AzureFirewallSubnet Azure Firewall 10.0.0.0 — 10.0.0.63 /26

AzureFirewallManagementSubnet

Management of Firewall

10.0.0.64 — 10.0.0.127
/126

AzureBastionSubnet

Secure access

10.0.0.128 — 10.0.0.191
/26

connection

Management Subnet Administrative access 10.0.1.0 — 10.0.1.255
/26
Web_ App Subnet To host the front-end | 10.0.2.0 — 10.0.2.255
and website 124
WebApp Backend Subnet Backend services and | 10.0.3.0 — 10.0.3.255
AKS /24
ML _Subnet To host ~ Machine | 10.0.4.0 — 10.0.4.255
Learning modules /24
Database Subnet Contains the Database | 10.0.5.0 — 10.0.5.255
Services for the website | /24
Development Development and testing | 10.0.6.0 — 10.0.6.255
/24
GatewaySubnet Site-to-Site VPN | 10.0.255.0/27

Table 8: IP Scheme

The approach to IP address assignment uses a single private /16 address range compatible

with long-term scalability needs while maintaining logical separation among the various
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system components. The subnets reserved by Azure are allocated in the form of the
minimum required /26 CIDR blocks, while workloads are allocated /24 address ranges to

support horizontal scaling and service expansion.

Route tables are associated with all the traffic-controlled subnets to allow centralized
routing through the Azure Firewall, thus enabling zero-trust networking. Delegation of
services to the database subnet is granted to allow seamless connectivity with Microsoft
Azure Database for PostgreSQL. Unauthorized deployment of resources on the database

subnet is prevented.

Site-to-Site VPN Design Requirements
The Site-to-Site VPN configuration that enables a safe connection between the on-premises

network with the IP range 192.168.1.0/24 and the Virtual Network in Microsoft Azure with
the IP range 10.0.0.0/16. A local VPN connection on the on-premises network is terminated
using the on-premises VPN device/firewall with the on-premises Public IP, as opposed to
a VPN Gateway device in Microsoft Azure with the name VpnGwl, which is in

GatewaySubnet with IP 10.0.255.0/27. Additionally, on Microsoft Azure, the VPN

The VPN tunnel uses IKEv2 for authentication and key agreement, together with IPsec
ESP for encrypting data transfer. Strong security settings are also used, such as AES-256
encryption, SHA-256 hashing, together with Diffie-Hellman Group 14. The always-on
functionality of the tunnel allows for encrypted and private communication to take place
between Azure internal subnets (Web, Backend, ML, and Database), as well as on-

premises systems, without exposing services to the internet.
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Site-to-Site VPN Secure Tunnel (Azure «— On-Premises)

On-Premises Network
192.168.1.0/24

Public IP: 203.0.113.10

ﬁcrypted Traffic WDE]%“D”

N T

‘ On-Prem Firewall / VPN Device

e E(né:‘r/yépiefp\éz? V) Authentication & Key Exchange: IKEv2 Iﬁ‘;ﬁ;?;ﬂ%‘;gi?;immk
' AES-256 | SHA-256 ‘? Data Encryplion: IPsec ESP 155.166.1.0124
‘ < Always-on Site-to-Site Tunnel AT
g DHGmup14 g Public IP: 203.0.113.10
ncrypted Traffic VPN Connection Reference
Azure Virtual Network (VNet)
10.0.0.8/16
- L] s
Azure VPN Gateway
SKU: VpnGwi1

Publlc IP: Azure-assigned

% ployed |n¥‘re Access

Gate'waySubnet VNet Internal Subnets
10.0.255.0/27 Web | Backend | ML | Database

Figure 59: Site-to-Site VPN Tunnel Diagram

Cloud Compute Resources Design

Azure Container Instance (ACI) is used as the means to deliver applications as well as
backend operations. Services communicate with each other on private subnets without any

public IPs, which ensures secure communication.

Machine learning inference workloads run atop Azure Machine Learning compute

resources hosted inside a reserved subnet.
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Compute and Processing Architecture Diagram

10.0.0.0/16

Azure Virtual Network (Private)

Development_Subnet
10.0.6.0/24

a1

=B

Dev / Test
Workloads

Web_App Subnet \
10.0.2.0/24
(NSG:Web_App_NSG)

_Subnet
10.0.1.0/24

(NSG: Management-NSG)\

Application Gateway / WAF

— g

£
Admin Access

(Bastion / Ops)

Internal routing

V\lebApp_Backend_Stbnet\
10.0.3.0/24
(NSG: WebApp BACK NSG)
\
£ ] g ]
Backend APls AKS Cluster
& Services (Private)

ML inference requests

Metadata & results

Database_Subnet

\

Inference Endpoint
(Private)

10.0.5.0/24
(NSG: Database_NSG)
=

ot
L

]
{ Azure ML Compute

a7
o

PostgreSQL
Primary & Replica

Figure 60: Compute and Processing Diagram

Data Storage and Database Design

Azure Blob Storage is used for storing MRI images and inference artifacts. PostgreSQL

databases store metadata and inference results and are running inside a private subnet.
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Storage and Database Architecture Diagram

Azure Virtual Network (Private)

10.0.0.0/16
WebApp Backend Subnet
Development_Subnet ML_Subnet 10.0.3.0/24
10.0.6.0/24 10.0.4.0/24 (NSG:WebApp BACK _NSG)
g ] ] £
Dev / Test Azure ML Inference Application Services
Clients Compute (AKS Pods)

Read inputs

A 0 ; Store / retrieve MRI images [Write metadata & results
Write inference artifacts

10.0.5.0/24

Database_Sylbnet
(NSG: Datal » NSG)
N 2

i1 g
Azure Blob Storage PostgreSQL
(MRI Images & Inference Artifacts) Primary

Replication

¥

g ]

PostgreSQL
Replica

Figure 61: Storage and DB Architecture

This storage and database architecture is implemented inside the private Azure Virtual
Network range of 10.0.0.0/16 in order to enable the secure processing of the MRI images
and the machine learning inference. This design breaks down the environment into separate
subsets for the components of the development environment, the machine learning
environment, the backend environment, the storage environment, and the database

environment.

Azure Blob Storage is used for storing MRI images and results of inferences because of its
scalability and ability to handle large volumes of unstructured healthcare information. The
database level is isolated in its own subnet and designed as PostgreSQL primary-replica
topology to improve its resilience and availability. Backend application services are the

sole entities that are allowed write access to metadata and results of inferences and
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represent the only elements that fulfill the confidentiality, integrity, and availability

constraints applicable in healthcare workloads.

Appendix IV: Detailed Implementation
Since the project is built on the cloud, there will not be a lot of coding, mostly screenshots,

and there will be scripts that were generated by Azure for if this project were to be recreated
through the script, and most of the scripts would be found GitHub repository for the project
by clicking on this link.

Setting up the environment

= Microsoft Azure £ Search resources, services, and docs (G+/) I T Copilot

Home >

Create a resource group x

Basics Tags Review + create

m - A . 1L34PM
B Q Search X 11/8/2025 &

Figure 62: Resource Group Creation

57


https://github.com/AlRashedi-316/IT7099-Project-cloud.git

Start by setting up resource groups similar to the figure shown

My roles b \ Hybridcor X \ Resource! X \ Computei X \ frontend ¥ Oracle He

(€] 25 portal.azure.com * (©) In) Relaunch to upda

DCM ECOM OUD WORDPRESS g8 > YouTube [@] ¥ Bahrain Polytechnic... ¥ Self Service Banner ¥ Student Assist » [ Al Bookmarks

Microsoft Azure P Search resources, services, and docs (G+/) O Copilot A 202203753@studentpo.. &
BAHRAIN POUYTECHNIC POLNTE . 86

Home > Resource Manager

(%) Resource Manager| Resource groups - #b | Export resource groups using Bicep or Terraform | | Summarize my costs by service | | How to manage changes with deployment tools? <

Bahrain Polytechnic

4 create 53 Manage view () Refresh L Exporttocsv  §° Open query [= Group by none ™

b Resource Manager

(@ You are viewing_a new version of Browse experience. Click hers 1o access the old experience,

Il resources

Filter for a

¢ Favorite resources Subscription equals 202203753 _project Location equals West Europe + Add filter

Recent resources
Name Subscription Location
Resource groups

& Tags

> Organization

8ackend-RS 202203753_project West Europe
West Europe

> Tools

West Europe

Frontend-RS

oDoono

> Deployments West Europe

> Help

faultazuremonitorworks nanaged

West Europe

agement-RS West Europe

[]

] ME_backes West Europe
| ML-RS Wiest Europe
| NetworkWatcherRG 202203753_project Wiest Europe
O Security-RS

West Europe

Showing 1 - 10 of 10. Display count: | 200 ™

Add or remove favarites by pressing CtrlsShiftF

Figure 63: Resource groups Tab

Afterwards, Set up the Virtual Network like the figures below, or use Azure CLI to create
them automatically.
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Figure 65: Vnet Creation pt-2
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Figure 6v9: Vnet Creation pt-6

As for the CLI method, Be sure first to install Azure CLI on your device
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v A Myrole X N\ Hybrid % \ Resourc X \ Compu X \ fronten X & Orade’r % B rastaPl X B Install t

<« Cc 25 learn.microsoft.com/en-us/c e ~windows?view= 5 [N e Relaunch to update $

GOOGLEAI DCM ECOM CLOUD WORDPRESS §f » YouTube [&] 7 Bahrain Polytechnic... ¥ Self Service Banner ¥ Student Assist [ All Bookmarks

Install or update

Y
Version

‘ Azure CLI 2.81.0 - | The MSI and ZIP distributable are used for installing or updating the Azure CLI on Windows.
——— You don't need to uninstall current versions before using the MSI installer because the MSI
Fine) iy itz updates any existing version.
Azure CLI
> Overview @ Important

> What's new - - = 5
After the installation is complete, you must close and reopen any active terminal

~ Install window to use the Azure CLI.

Overview

Install - Windows
s - e Microsoft Installer (MSI)

Install - macOS

Run in Azure Cloud Shell Latest Version

Run in a Docker container

Download and install the latest release of the Azure CLI. When the installer asks if it can
Update Azure CLI

make changes to your computer, select the "Yes" box.
> How-to guides

> Tutorials Latest MSI of the Azure CLI (32-bit)
> Samples

Survey guidance Latest MSI of the Azure CLI (64-bit)

Troubleshootin
9 If you have previously installed the Azure CLI, running either the 32-bit or 64-bit MSI will

> CLI reference a S .
overwrite an existing installation.

Specific version
If you prefer, you can download a specific version of the Azure CLI by using a URL.

To download the MSl installer for a specific version, change the version segment in URL
https://azcliprod.blob. core.windows .net/msi/azure-cli-<version>.msi (32-bit) or

https://azcliprod.blob.core.windows .net/msi/azure-cli-<version>-x64.msi (64-bit).
2 Download PDF

For example, to install the 32-bit MSI of Azure CLI version 2.51.0, your URL would be

Figure 70: Installation of Azure CLI

To know if you have installed it correctly, use the command “az --version ” as shown
below
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Figure 71: Powershell Azure CLI Installation version

Setting up Services

There are Several Services needed, will start with Storage and Database Confi

Database for Pesigres
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Figure 72: Web-DB configuration
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Figure 73: Web DB Configuration Summary
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Figure 74: Summary Deployment
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Azure Storage is a Microsoft-managed service providing cloud storage that s highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage account depends on the usage and the options you choase below. Leam more about Azure
storage accounts o

Project details

Select the subscription in which to create the new storage account. Choose 2 new or existing resource group to organize and
manage your storage account together with other resources.

Subscription * [ 202203753 project v
Resource group * [ Backend-rs <]
Create new

Instance details

Storage account name * @ [ mriscanns |

Region * [ ®urope) west Europe <]
Deploy to an Azure Extended Zone

Preferred storage type [ azure Blob Storage or Azure Data Lake Storage Gen 2 ~]

is helps us provide relevant guidance. It doesn' restrict your storage to this
@ This helps us provid, quid. It dossn’ y ge to thi
resource type. Learn more

Performance * (@) standard: Recommended for most scenarios (general-purpose v2 account)
(O Premium: Recommended for scenarios that require low latency.

Redundancy * @ ‘ Geo-redundant storage (GRS) .

Make read access to data available in the event of regional unavailability.

[ Geo priority replication guarantees Blob storage data is geo-replicated within
15 minutes.

Review + create

]
L]

Install

Relaunch to update

» [ All Bookmarks

202203753@student.po..
BAHRAIN POLYTECHNIC (POLY

& Give feedback

Figure 75: Storage Account creation

65




B Undenstard sorage s X

Woh. @ i Sl el £ Ol

[Fo=a 18 Deete ) Bedepoy & Donrind (3 bt

@ Your deployment is complete

= > sxrsiEee

Flgure "‘76:>Deploy Storage Account Success

Virtual Machines step-by-step creation were shown in the system Manual to which it will
be skipped, though the ARM Template is available on GitHub

Front-end of the website and Backend logic of the website, Docker was used to
containerize the website and ML model.

As for the machine learning model, we first had to create the requirements.txt file with all
the libraries we need (Found in GitHub), along with env file and Dockerfile. Below is the
commands used to create, build, containerize, and add to Azure containers.
Commands:
docker build -t ml-backend:v1 .
docker run -p 8000:8000 ml-backend:v1
az acr login --name braintumoracr
docker tag ml-backend:v1 braintumoracr.azurecr.io/ml-backend:v1
docker push braintumoracr.azurecr.io/ml-backend:v1
az containerapp env create -
--name ml-env °
--resource-group 202203753 project

--location westeurope

az containerapp create '
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--name ml-backend *

--resource-group 202203753 project
--environment ml-env

--image braintumoracr.azurecr.io/ml-backend:v1 °
--registry-server braintumoracr.azurecr.io
--ingress external

--target-port 8000 °

--cpu 0.5°

--memory 1.0Gi "

--min-replicas 1 °

--max-replicas 2

B windows Powershel x Wiridonws Powershed X B Windows PowerShl

kendlogic:latest

Figure 77: Pushing ML model to Azure

Similar approaches were used for Web backend and frontend. Below is the website
deployed on container
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Figure 78: Web deployed

Setting up Security
Site-to-Site VPN Configuration

For Site-to-Site VPN creation and configuration, full explanation could be found in
Github Repository for the project, below is CLI Commands used to create Site-to-Site
VPN

az network vnet-gateway create
--name vpngw-cloud °
--resource-group Management-RS °
--vnet Brain_ Tumor Cloud *
--gateway-type Vpn °
--vpn-type RouteBased
--sku VpnGw1 °
--public-ip-address pip-vpngw-cloud

az network vnet-gateway create
--name vpngw-onprem
--resource-group Management-RS °
--vnet OnPrem-Sim-VNet
--gateway-type Vpn
--vpn-type RouteBased *
--sku VpnGw1 *
--public-ip-address pip-vpngw-onprem
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az network local-gateway create °
--name Ing-onprem *
--resource-group Management-RS °
--gateway-ip-address 172.201.182.91 °
--local-address-prefixes 192.168.100.0/24

az network local-gateway create °
--name Ing-cloud *
--resource-group Management-RS °
--gateway-ip-address 172.211.37.101 °
--local-address-prefixes 10.0.0.0/16

az network vpn-connection create
--name conn-cloud-to-onprem °
--resource-group Management-RS °
--vnet-gatewayl vpngw-cloud °
--local-gateway?2 Ing-onprem °
--shared-key S2S-VPN-2025!

az network vpn-connection show *
--name conn-cloud-to-onprem °
--resource-group Management-RS °
--query connectionStatus

Configuration scripts

Most of these scripts are composed of Azure Resource Manager (ARM) templates that
declare infrastructure resources declaratively for repetitive deployment tasks with
consistency. These templates declare services that are amenable to automation or
infrastructure-as-code paradigms, such as storage resources and associated components of
the cloud infrastructure.

It is worth mentioning that scripts illustrated here are not all the services that are currently
up and running. This is due to certain setups that entail human intervention with regard to
the Azure Portal Graphical User Interface, specifically for services for which full
automation by means of Azure CLI or Azure ARM templates is limited or not supported
at all at the point of deployment. As such, the stages are illustrated conceptually rather than
as scripts.

The whole set of configuration files, templates, diagrams, and deployment materials is kept

in the GitHub repository of the project and is indeed the central point of all implementation
solutions. Only illustrative deployment scripts are included within this document.
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Access or sensitive information, like passwords, is consciously not included in the
repository on GitHub for the purposes of securing the system. The necessary access details
have been clearly documented in this thesis, which has been handled for safe access during
the deployment process.

i

IT7G99-Projectcloud.
git
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